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Event Timing Solutions :

AutoDownload: SQL Server and Network
Trouble Shooting

AutoDownload uses Microsoft's SQL Server database software. Since 2005 when
AutoDownload was first released Microsoft have also released new versions of both its
operating system and SQL Server software.

The current version of AutoDownload runs on the following operating systems:
Windows XP — No longer supported by Microsoft

Windows Vista

Windows 7

Windows 8 and 8.1

Windows 10

A number of users have been able to get AutoDownload working on a Mac using
a Windows emulator but we have very little experience of Apples!

The following versions of SQL server are supported:
SQL Server Express 2005

SQL Server Express 2008

SQL Server Express 2008 R2

SQL Server Express 2012

SQL Server Express 2014

Full SQL Server

The more recent versions are available as either 32 bit or 64 bit.

1 Installing SQL Server

This is covered in detail in the AutoDownload Installation Instructions. There are two key
points when installing SQL server; firstly that you install the correct version for your
computer and secondly that SQL Server is installed from within AutoDownload. If you fail
to do this you have very little chance of getting it to work.

Installing SQL Server through AutoDownload enables these three key actions to be
made:
e TCP/IP enabled
e Mixed Authentication to be enabled. This allow the logging on to SQL Server to
be via Windows Authentication (Windows user/Password) and SQL Server
Authentication (ability to use a SQL login e.g. “sa” for system administrator).
AutoDownload requires SQL Server Authentication.
e The naming of the SQL Server Instance which must be “MSSQLSERVER” for
AutoDownload to work.

If you install SQL Server outside of AutoDownload these three setting will not be
made and SQL Server will not work for AutoDownload. You will need to uninstall
SQL Server and start again!
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Installation Problems

The following is a list of common problems, and solutions we have been made aware of
as part of providing support for AutoDownload.

The installation may fail if you have not installed the latest Windows Updates on
your computer. The SQL Server installation process does a number of checks
and if you have missing or out of date Windows files the installation may well fail.
For Example:

o On aWindows 7 laptop installing SQL Server 2012 Express the installation
failed with an Exit code of “-2067922335”, this was fixed by performing a
Windows Update and then running the install again.

o On aWindows 7 laptop installing SQL Server 2012 Express the installation
failed with an Exit code of “-2068578304”, this was caused by the
password not being strong enough.

In rare situations, you may already have programs on the computer that use
components of SQL Server. This may result in the failure of the installation. If for
example "Microsoft SQL Server Native Client" is already installed on your
computer the installation will fail. - Uninstall the SQL Server components before
installing SQL Server Express and they will be reinstalled as part of this process.
Once you have downloaded the SQL Server setup file you should disconnect
from your Wi-Fi / the internet. If you do not disconnect the SQL Server installation
process checks for software updates and this causes the installation to fail.
Windows 8 and Windows 8.1 — SQL Server will not install correctly if the
Computer Name and the Windows User Name are the same (no, we don’t know
why either)! You must either change the Computer’'s Name or use a different
Windows User before installing the software. If you change the computer’s name
then we suggest that you then reboot.

SQL Server password. In the early versions of Windows/SQL Server the
password could be very weak. Microsoft now requires stronger passwords to
improve security. How strong the password needs to be is based on your
Windows Locale. We recommend a minimum password length of 7 characters. If
you use fewer than that the install may fail depending on your Windows security
configuration. You may also want to think of using a mix of upper and lower case
alphanumeric, numbers and special characters e.g. %,!. The following is a link to
a Microsoft webpage on the subject https://technet.microsoft.com/en-
us/library/hh994562(v=ws.11).aspx Don’t lose the password as you will need it
when setting up new database settings. If you club/organisation has multiple
computers with SQL Server only for AutoDownload installed we recommend that
the same password is used on all computers to keep it as simple as Microsoft
allows you!

Do not install SQL Server on a Windows XP computer that is on Service Pack 2.
You MUST upgrade to Windows XP Service Pack 3 first.

Make sure you have permission to install the software. Microsoft will require that
your Windows User has administrator rights.

In order to save disk space some computers are setup with “Compress Contents”
enabled. If the SQL Server Program and data folders have compression enabled
then SQL Server will not work.
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e If the installation fails you will normally get an installation exit code. When we are
told about these we find that they are not very helpful, normally a Google search
for them will return no help. However the SQL server set-up progress should
create a log file which should provide better clues on what the problem is. As long
as the installer is run through AutoDownload it should be at
C:\Users\[username]\AppData\Local\Temp\SqlSetup*.log. Additionally the
following file “SystemConfigurationCheck Report” may provide some clues.

e SQL Server exit error code 5. This relates to the security access needed to install
SQL Server. Administrator access is required. Even if the user you have logged in
with has administrator rights you still need to run AutoDownload as an
administrator and then install SQL Server from within AutoDownload.

2 SQL Server “Not Working”

Once SQL Server has been installed the next step is to create a connection by adding a
database setting. This is covered in the installation instructions. If you get the following
then something is wrong!

AutoDownload Lé] Means:
f v ) A network-related or instance-specific error occurred while establishing Can’t f|nd Server (Computer name
| ' a connection to SCL Server. The server was not found or was not
"~ accessible. Verify that the instance name is correct and that SQL Server or IP address fl’0m the database
is configured to allow remote connections. (provider: TCP Provider, Settlngs)

error: 0 - Mo such host is known.)

Or
rAutoDownIoad ﬁj MeanSZ
@ A network-related or instance-specific error accurred while establishing Connected to Server but not
! 1 ) a connection to SQL Server. The server was not found or was not . . .
~ accessible. Verify that the instance name is correct and that SQL Server gettlng anythlng from the port Th's
is configured to all £ tions. (provider: TCP Provider, ; ;
s confgurd oo el comnectons rovider TCP P, will be because either SQL Server
actively refused it) is not running or the firewall is
blocking the port or the port
number is wrong!
Or
rAutoDownIoad [&J-‘ MeanS
0 Login failed for user 'sa". Either: You have entered the
wrong password
Or: You have the Incorrect
Authentication mode
AutoDownload: SQL Server & Network Troubleshooting Information Sheet Version 4
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There are a number of possible reasons why you get these errors. The following are
checks you can do to find and correct the problem.

2.1 Is SQL Server running?

SQL Server runs as a service on the computer. To check that it is running go to Control
Panel >> Administrative Tools >> Services

5 Services | e S
-
File Action Miew Help
=2 EEc=z Bz > 8 nn
£k Services (Local) . Services (Local)
SQL Server (MSSQLSERVER) MName = Description Status Startup Type Log On As -
5. SPORTident SMS Receive via Web Service Manual Local Syste...
Stop the service # _— . .
Pause the service + SPP Notification Service Provdas So., T\ Manual i Local Service
Restart the service *35QL Server (MS5QLSERVER) Provides sto .. Started Automatic
25 SQL Server Agent (MSSQLSERVER) Executes jo., ~— Disabled Network S..
4 SQL Server Browser Provides 5Q... Disabled Local Service
Description: ) 2% 50L Server VS5 Writer Providesth.. Stated  Automatic Local Syste...
Provides storage, processing and
controlled access of data, and rapid 5 SSDP Discovery Discoversn.. Started Manual Local Service
transaction processing. i Superfetch Maintains a... Started Automatic Local Syste...
o System Event Notification Service Monitors sy...  Started Automatic Local Syste... -

\ Extended AStandard

The service should be “Started”. The start up type of “Automatic” means that when the
computer is turned on SQL Server should be started as part of the boot up process.
However if the computer is required to do a lot of processing on start up or the computer
is not very powerful then starting of SQL Server can timeout and thus fail.

We have found that for Windows 8 and later it is better to change the services “Startup
Type” to “Automatic (Delayed Start)”.

If SQL Server is not in the list then it's not installed!

2.2 Firewalls and Antivirus Software

Firewall settings and antivirus software can stop AutoDownload communicating with
SQL Server. The best way to test this is to turn them off and see if that fixes the
problem. It is strongly recommended that you disconnect from the internet/Wi-Fi before
turning off firewalls or disabling antivirus software!

If this fixed the problem then a solution needs to be found to re-enable the
firewall/antivirus but still allow AutoDownload to communicate with SQL Server.

Additional notes about firewalls can be found below in section 3.5.
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2.3 TCP/IP Enabled?

TCP/IP needs to be enabled. This should have happened as part of the installation
process! But...to check

Open application ‘SQL Server Configuration Manager’. Check in ‘SQL Server 20xx
Network Configuration > Protocols for MSSQLSERVER > TCP/IP. The status should be

“Enabled”.

r Sql Server Configuration Manager ——— = =R
File Action View Help
e AESINEREY
‘Q SQL Server Configuration Manager (Local) Protocol Name Status
4 E zgt z:::: ;eer:\clvc:rsk Configuration g:;:ar::dl\:;r::r}r E?:abblleedd

Ef Protocols for MSSQLSERVER ' TCP/IP Enabled

> .. SQL Native Client 11.0 Configuration

SQL Server Configuration Manager can also be used to check if SQL Server is
running...

Sql Server Configuration Manager | (|
File Action View Help
L Al REY
“f8 5QL Server Configuration Manager (Local) || Name State Start Mode Log On As ProcessID  Service Type
[ aSisSenerSenices SQL Server (MSSQLSERVER) Running  Automatic NT AUTHORITY\NETWORKSERVICE 12316 SQL Server
SQL Server Network Configurati 9
4 _EE: \ e;"ef | TWD;WSSS:S'EQ;\Z:“ 50 Server Browser Stopped  Other (Boot, System, Disabled or Unknown)  NT AUTHORITY\LOCALSERVICE 0 S0L Browser
rotocols for
SQL Server Agent (MSSQLSERVER)  Stopped  Other (Boot, System, Disabled or Unk NT AUTHORITY\NETWORKSERVICE 0 SQL Agent
b % SQL Native Client 11.0 Configuration @ QL Server Agent ( a ) oppe er (Boo, System, Disabled or Unknown) AT QL Agen
AutoDownload: SQL Server & Network Troubleshooting Information Sheet Version 4
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2.4 Incorrect Authentication mode?

Again this should have been setup correctly as part of the installation process, but...to
check...

You will need to install “SQL Server Management Studio Express”. This is a free
application from Microsoft, make sure you download and install the correct version for
your version of SQL Server. Start SQL Server Management Studio Express,

Right click on machine name and select properties then select security. The
authentication mode should be set to ‘SQL server and Windows Authentication mode. If
not select it. You will then be prompted to add a password for user ‘sa’.

1] serer Properties s AN =

Selecta page i . 3
5 A Hel
4 General 5 Seipt ~ [ He

127 Memory
|27 Processors
Ey
£ Connections ) Windows Authentication mode

| # Database Settings .

4 Advanced @ SQGL Server and Windows Authentication mode

4 Pemissions

Server authentication

Login auditing

() None

(@ Failed logins only

() Successful logins only

() Both failed and successful logins

Server proxy account
[T] Enable server proxy account

Connection —

Server:
SCAFELL Options

Connection
= [ Enable C2 audit tracing

View connection properties
2 [T] Cross database ownership chaining

Progress
Ready
AutoDownload: SQL Server & Network Troubleshooting Information Sheet Version 4
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3 Network Troubleshooting

3.1 Background

For small events you may well only need one computer running AutoDownload. For
bigger events to allow more users, split tasks or just to have more screens you will need
to network multiple computers together with them all accessing a common SQL Server
database. Within AutoDownload on each computer, a database setting needs to be set-
up to point to the database on the main computer, see section 3.6 below. However you
need to get the computers talking to each other first!

SQL Server is a database engine rather than one that works via file sharing, that is the
server program running on the host computer is the only program that accesses the
physical database files, and client programs (such as AutoDownload) talk only to the
server program. The communication between client and server, even on the same
computer, works via TCP/IP networking, which has numeric port numbers to specify the
"channel" communications is on, default for SQL Server is 1433. So file transfer may be
of use to you but it doesn't have any bearing on AutoDownload being able to talk to the
server. However if you have file sharing working between the two computers you have
some networking working, so can skip the first few steps.

3.2 Physical Connection

The first thing required for any networking is a physical connection. Generally this would
be by Ethernet cable, but could be by Wi-Fi. We would always recommend using cables
for events, Wi-Fi is so dependent on its locality for interference, other devices on the
same channel etc so it works great in the office, then you take it out into the field and it
doesn't work, or it works intermittently or slowly. Often lots of bodies in the way stops it
working, which means it works great until download is busy when it stops.

If you are using cable then most Ethernet sockets will have a light on to indicate a
physical connection is working. If you are linking just two computers together with a
single cable then traditionally you would have to use a special cable called a crossover
cable, but most modern laptops from the last five or so years will work with either a
crossover or a normal Ethernet cable.

Whether cable or Wi-Fi, you can check you have a connection.

Open Network and Sharing Center >> Change adapter settings
(Control Panel\Network and Internet\Network Connections)

Or right click on the network icon at the bottom right of the screen and select “Open
Network and Sharing Center” and then select “Change adapter settings” from the menu.

.
= Troubleshoot problems

L Open Network and Sharing Center

o EL R m a % @

12/01/2006 | |

AutoDownload: SQL Server & Network Troubleshooting Information Sheet Version 4
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You will have a list of network adapters, and you can see the status of each.

| x
T E-' » Control Panel » Network and Internet » Network Connec tions » v ¢ Search Network Connections @
Organize ~ =~ O @
L—. Bluetooth Metwork Connec tion L_. Ethernet L_. Wi-Fi
Sope | Mot connected o= _ Unidentified network S o SLEAGILLHEADFARM
K e Bluetooth Device (Personal Area ... @~ Realtek PCle FE Family Controller m Dell Wireless 1703 802.11b|g|n (2.4...
3 item = =l

Screen shot from Windows 8.1 showing that both Wi-Fi and Cable (Ethernet) network
connections are enabled.

3.3 TCP/IP Addressing

The TCP/IP networking system has an address for each computer on the network. This
address has two parts to it, the actual address and a thing called a subnet mask. The
subnet mask tells the computer which other addresses should be on the same local
network as it. So for the two or more computers to talk to each other they must have
addresses which are different to each other but on the same subnet.

On the internet, where TCP/IP was designed for, addresses are assigned by a global
authority (Internet Assigned Numbers Authority - IANA), but it would be too much to
expect each home or corporate network to apply for each addresses they needed, and
also there would not actually be enough addresses available for all the computers that
needed them (for TCP/IP v4 at least, ignoring v6 for now...). So this authority has set
aside three ranges of addresses that are for internal use. The addresses you use will
generally be in this range, although there is one exception we will talk about below.

To find out what address a computer is using, open up a Command Prompt. You will find
a shortcut to this on the start menu under accessories, or you can run “cmd”. When
faced with the prompt type “ipconfig” (without the quotes) and press enter. You will get a
myriad of information which at first will seem unintelligible. There will probably be more
than one network adapter listed, so find the correct one first. Then you are looking for
the IPv4 address and its Subnet Mask. These will be both of the form a.b.c.d where a-d
are numbers between 0 and 255.

AutoDownload: SQL Server & Network Troubleshooting Information Sheet Version 4
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ER Command Prompt |£|E|d—hj

Microsoft Windows [Uersion 6.1.76811
Copyright (c)> 2889 Microsoft Corporation. All rights reserwved.

C:“Userssandrew.leaney>*ipconfig

lWindows IP Configuration

Wireless LAN adapter Wireless Metwork Connection:

Connection—specific DNS Suffix . =

Link-local IPv6 Address . . . . . : feB@::44ca:bcld: 9482 :hBchHx18
IPv4 Address. . . . . . . . - - : 192.168.1.187

Subnet Mask : 255.255.255.8

Default Gateway - 192_168.1.1

Ethernet adapter Local Area Connection:
Connection—specific DNS Suffix . :
Link-local IPv6 Addreszs . . . . . : feBB::2077:fde4:1d98:5hd3x?
IPv4 Address. . . . . . . . . . . = 192_.168.1.59
Subnet Mask : 255.255.255.8
Default Gateway : 192.168.1.2688
Tunnel adapter isatap.{35327132-BB?2-42EF-A4BD-4BA421GAF44BA> :

Media State : Media disconnected
Connection—specific DNS Suffix H

Tunnel adapter isatap.{@EBFA?A2-F?26-4DCC-AELD-C43CE22659863:

Media State : Media disconnected
Connection—specific DNS Suffix H

Tunnel adapter Local Area Connection= 18:

Media State : Media disconnected
Connection—specific DHNS Suffix H

C:sUserssandrew. leaney>

%S 4

In the above screen shot for the Ethernet connection the IP address is 192.168.1.59 and
the Subnet Mask 255.255.255.0.

In technical terms, if the address and subnet mask are combined in a binary AND
operation, and compared to the same operation on another computer, they will talk to
each other locally if the answers are the same. This is very technical, but generally
speaking subnet masks are kept simple and only consist of several segments of 255
followed by several of 0 for example 255.255.255.0. This example would mean that as
long as the two addresses had the same first 3 segments they would talk. Similarly
255.255.0.0 would mean as long as the first 2 segments were the same they would talk.
So you are probably thinking now why not make it 0.0.0.0 and then all computers talk
right? On a isolated network never connected to the outside world, yes. But remember
this is defining which addresses are local, and as soon as you connect your computer to
another network it will never look outside the local network for any other computer.

There is also convention as to which ranges of addresses are designed for use with
which subnets. The three ranges reserved for private use mentioned above are for three
different subnets. So they are:

10.*.*.* with 255.0.0.0
176.16.*.* with 255.255.0.0
192.168.*.* with 255.255.255.0

The last one appears unusual, as the subnet doesn’t match the same as the range
allocated. If you've got the hang of it by now you will see there are actually 256 ranges

AutoDownload: SQL Server & Network Troubleshooting Information Sheet Version 4
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available here, not one. Generally speaking most private networks will use an address in
this last range.

| would imagine that most of you reading this who have two computers plugged together
with a network cable will actually have an address starting 169. As mentioned above,
this is the exception to those private ranges. Microsoft use this range when a network
adapter is set-up to receive an address automatically, but cannot. This is actually really
useful because plug in two computers together and leave for a while, say a minute (long
enough for them to give up trying to receive an automatic address), and they will be able
to talk to each other. Note this is not available on Windows 2000. If you plug your
computer in to another network, or you are using Wi-Fi to link the two computers and
you connect this to another network then this is probably the easiest way to do it as you
don’t have to change settings between networks.

We recommend that you allocate an IP address to each computer you intend to
use on your “AutoDownload Network” and that once set-up you put a sticker on
each computer saying what its IP address is!

To allocate an IP address go to Network Connects (as above) and right click on the
appropriate adapter and get the Properties...

£ » Control Panel » Networkand Internet » Netwoerk Connections »

~ | 3 | Search Netwerk Conn...

Organize » Disable this network device Diagnose this connection Renamethis connection  » E° » [ @
[ 3G Connection [ 3G Connection
>, Disconnected =, Disconnected
S Dell Wireless 5520 Generic I Mobil... S HDA CX11270 Soft Modem
AL apronto B 200
>, Disconnected S . Disconnected
S HDA CX11270 Soft Modem &2 WAN Miniport (PFTP)
[ L ‘LocelAreaConnection WL Onge
S @ Diabl S _, Disconnected
% Disable d... S HDA CX11270 Soft Modem
A e WL TMorile
- Diagnose ¥ _ Disconnected
N %# HDA CX11270 Soft Modem
_| ®  Bridge Connections _
. ML veniza

~y Disconnected
& WAN Miniport (PPTP)

Create Shortcut
Delete

K% renamne
L

#  Properties

then Properties for TCP/IP (v4)...

[ Local Area Connection Properties (oo

Networking | Sharing

Connect using:

Q‘ Broadcom 440« 10/100 Integrated Controller

|| This connection uses the following items

| o& Client for Microsoft Networks

SB35 Packet Scheduler

A=} File, and Prnter Sharing for Microsoft Networks
&~ HTC NDIS Protocol Driver

- Intemet Protocal Version 6 (TCP/IPv6)

B - {cimt Protocol Version 4 (1CP/Pva) |

& Link-Layer Topology Discovery Mapper |/0 Driver
i Link-Layer Topology Discovery Responder

Description
Transmission Control Protocal/Intemet Protocol. The default

wide area netwark protocol that provides communication
across diverse interconnected networks
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Change “Obtain an IP address automatically” to “Use the following IP address”. You
obviously need to pick your range as described above, and allocate the IP address and
Subnet mask accordingly. Assuming you are creating an isolated local event network
then you should leave the “Default gateway” blank. This tells the computer that you
cannot get out from the local network using this adapter, and it should find an alternate
route (e.g. a mobile broadband dongle).

Internet Protocol Version 4 (TCP/IPvd) Properties @éj
General

‘fou can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
@ Use the following IP address:

IP address: 192,168 . 1 . 58
Subnet mask: 255.,255.255. 0
Default gateway:

Obtain DMS server address automatically

(@ Use the following DNS server addresses:

preferred DMS server:

Alternate DNS server:

I [T validate settings upon exit
'

Then OK. Although in theory it should not be needed it may be wise to reboot at this
point!

3.4 Name Resolution

So you now have a physical connection, and have addresses in a compatible range.
However we really want to talk between computers using their names, not their
addresses as their addresses may change network to network.

To find out your computer’s name go to Control Panel >> System and Security >>
System.

¥ o R »y- PE=SRER X
@Qv‘_“ + Control Panel + System and Security » System [ #3 ]| Search ControlPanet P

® -
Control Panel Home . L . N
View basic information about your computer
) Device Manager Windows edition

Windows 7 Ultimate

Copyright © 2009 Microsoft Corporation. All rights reserved.

Service Pack1
System i
|
Rating: 75 Windows Experience Index
Processor: Intel(R) Celeron(R) CPU 540 @186GHz 1.86 GHz
Installed memory (RAM): 400 GE (3.75 GB usable) |

System type: 32-bit Operating System

Pen s en o Touch Input is available for this Display

8 Change settings

Windows Update

Performance Information and
Tools

AutoDownload: SQL Server & Network Troubleshooting Information Sheet Version 4
AutoDownloadSQLServerAndNetworkingTroubleshootingv4.docx Page 11 of 17



SPORT4ident Information Sheet /3: U '?.odownload

Event Timing Solutions :

Windows uses two methods to resolve names to addresses:

The first is DNS (Domain Name System) which is an internet technology whereby
servers act as lookup stations for names. If you decided to allocate yourself an IP
address you would’ve seen an option for allocating DNS servers. When an IP address is
handed out automatically (e.g. by your home broadband router), generally the DNS
server or servers to use are allocated with it. For a local event network you could set-up
a DNS server on it but this is quite advanced.

The other way Windows finds names is by broadcast on the local network. If you have a
Windows 2000 or XP computer, you will probably find this just works. However all the
nasty people out there on the internet have spoiled this for the rest of us, and broadcast
of names is now generally turned off. Windows Vista and later have the ability to identify
a network as Public or Private, with Private sub-divided into Home or Work. You may
have seen a popup window shortly after plugging into a new network offering this choice.
Essentially broadcast of names and receipt of those broadcasts only happens if the
network is Private. The big problem here though is that Microsoft haven’t thought of us
running small isolated networks, they are thinking of an ever connected world. If you just
have a single cable linking two computers together, you cannot change this from the
default of Public hence by default hence no broadcast. You have three choices:

1) Don’t use names, use IP addresses

2) Disable the firewalls, if you are on an isolated network you don’t need it anyway.
Think though if you are going to plug a mobile broadband dongle in though.

3) Enable name broadcast for Public networks

If you go with option 3, go to the “Network and Sharing Center” again and then “Change
advanced sharing settings”.

-

v@v\{ » Control Panel » Network and Internet » Network and Sharing Center [ ][ search a Pane

Control Panel Home . . . . .
View your basic network information and set up connections

Manage wireless networks Ay K 9 See full map

- -
Ch dapter setti
9% scaptersTnee SCAFELL Multiple networks Intemet
Thange advanced sharing (This camputer]

settings

View your active networks Connect or disconnect

Internet

i SLEAGILLHEADFARM Access type:
‘, Work netwerk nnections: k Connection

reles
(SLEAGILLHEADFARM)

S==3= Unidentified network Access type: Neo Internet access
T public network Connections: [ Local Area Connection

Change your networking settings
i Set up a new connection or network
Setup a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access point.

i Connectto a network
L

connect to & wireless, wired, dial-up, or VPN netwerk connec tion.

See also
P @@ Croose homegroup and sharing options
Access files and printers located on other network computers, o change sharing settings.
Internet Options

Windows Firewall = Troubleshoot problems

Windows Mobile Device Center Diagnose and repair network problems, or get troubleshooting information

And then turn on “Network Discovery”. You may want to turn this back off when not on
events.
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So we should check we can resolve names. The easiest way to do this is to perform a
Ping test. Open up a command prompt (as explained above) and type in “ping
<destination name>” (replacing <destination name> as appropriate e.g. “ping my-other-
computer”. You will get one of three results:
e The firstis it will report it cannot find the host - this means the name resolution is
not working.

-
E¥ Command Prompt | = | -
Microsoft Windows [Version 6.1.76811]

Copyright <c> 20A? Microsoft Corporation. A1l rights reserved.

IC:~Userssandrew. leaney>ping dell-15
Ping request could not find host dell-15. Please check the name and try again.

C:sUserssandrew. leaney>

e The second is that it will report Request timed out four times, this means the
name resolution is working but the remote computer is not replying; this is not

unusual as the firewall on that computer may not allow the response.
B8 Command Prompt | = B .

Microsoft Windows [Uersion 6.1.76611

[Copyright (c»> 2BBA? Microsoft Corporation. All rights reserved.

IC:slUserssandrew.leaneyiping 192 .168.1.65

Pinging 192.168.1.65 with 32 bhytes of data:
Request timed out.
[Request timed out.
[Request timed out.
[Request timed out.

Ping statistics for 192.168.1.65:
Packets: Sent = 4. Received = B, Lost = 4 <188 loss>.

IC:xUserssandrew.leaney’

e The third result is that you get four successful replies — this is obviously good.
B Command Prompt (=] B e |

Microsoft Windows [Version 6.1.76811
Copyright (c> 288? Microsoft Corporation. All rights reserved.

IC:sUserssandrew.leaney>ping dell-11

Pinging DELL-11 [fe8B8::3d38:f@36:6965:6echbx?] with 32 bytes of data:
::3d38:fA36:6965:6echx?: time{lms
::3d38:fP36:6965:6echbx?: time{ims
::3d38:FP26:6965:6ecbx?: timedims

Reply from feBB::3d3B:fA36:6965:6echx?: time{ims

Ping statistics for feBA::3d38:fA36:6965:6echn?:
Packets: Sent = 4, Received = 4, Lost =

Approximate round trip times in milli-seconds:
Minimum = Bmz, Haximum = Bmz,. Average = Bms

[C:~Userssandrew.leaney>

Note you can also do a Ping test using IP addresses to check if the computer can “see’
each other.
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3.5 Firewall and Anti-Virus software

As mentioned right at the top of the networking section, TCP/IP uses port numbers as
“channels” for information. SQL Server by default uses 1433 on TCP.

You can check the port number using “SQL Server Configuration Manager” and double
clicking on the TCP/IP Protocols.

TCP/IP Properties P B

E Sql Server Configuration Manager Protocol | IP Addresses

P11 -

File Action View Help
P12

&=|z|E=H & w13
" P14

‘g SQL Server Configuration Manager (Local) Protocol Mame Status P15
8 sotserverSenvices " Shared Memory  Enabled P16

4 ﬂ SQL Server Network Configuration 4 Named Pipes Disabled P2
EF Prntnm\sfnr MSSQLSERVER ] S TCP/P Enabled 3

4 @ SQL Native Client 11.0 Configuration P4
Client Protocols P5

Q Aliases P&

P7
P8
P9
Bl pan

TCP Dynamic Ports
TCP Port @

PAIl

CK Cancel Apply Help

If you have a firewall enabled on your server computer it needs to allow traffic on this
port from the client computers. There are several strategies you might want to use here:

e Turn off firewall for the duration of the event, beware use of mobile broadband
dongles though.

e Allow this port through the firewall as an “Exception”. Consider turning off all
exceptions when on an unsecure connection e.g. coffee shop Wi-Fi.

If you have allocated your own IP addresses then you may want to only make the
exception allowed for the correct addresses (this is not available under certain versions
of Windows).

Windows comes with its own firewall but some Anti-Virus/Internet Security software
products also have their own Firewall Software.

For any computer that has SQL Server installed and an AutoDownload database we
recommend the second of the two strategies above and that an inbound rule (exception)
is created to enable port 1433 and thus allow other computers to access the database.

This needs to be done either in the Windows Firewall or the third party one if it exists.
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3.5.1 Enabling Port 1433 in Windows Firewall

The following is using Windows 7, the screens/process is the same for Windows 8.

In “Windows Search” look for and then open “Windows Firewall”

ﬂ + Control Panel » System and Security » Windows Firewall #s M Search Control Panel 0

]

Control Panel H . . .
e Help protect your computer with Windows Firewall

Allow a program or feature Windows Firewall can help prevent hackers or malicious software from gaining access to your computer
threugh Windows Firewall through the Internet or a network.
) Change notification settings How does a firewall help protect my computer?
%) Turn Windows Firewall on or What are network locations?
off - =
i i (w)
& Restore defaults l @‘ Home or work (private) networks Connected (v
J Advanced settings 2 . =
9 . [@ Public networks Connected (»)

Troubleshoot my network

See also
Action Center
Network and Sharing Center

Then “Advanced Settings” and Inbound Rules and New Rule

M
@ Windows Firewall with Advanced Security L =& g
File Action View Help
=20 = |
P Windows Firewall with Advancd RIS Actions
&3 Inbound Rules Name Group : Profile = || Inbound Rules -
l Outbound Rules =
¥ Connection Security Rules @ Private New Rule...
> Bl Monitoring @ Private S Filter by Profile 3
I @A\tova License Metering Port (TCP) Private T Fiterby .
@A\tova License Metering Port (UDP) Private iiter by State
(@ AVG Diagnostics Private T Filter by Group 4
@AVG Diagnostics Private View »
AVG D stics 2014 Publ
[V] iagnostics ublic 6 Refresh
I (@ AVG Diagnostics 2014 Public
(@ V6 Diagnostics 2015 Public = Export List...
@AVG Diagnostics 2015 Public Help
@AVG Installer Private
@AVG Installer Private =
< I AN I +
“ th [ ”
Select “Port” and then “Next
Rule Type
Select the type of firewall rule to create:
Steps:
o RueType What type of e wouid you ke to create?
@ Protocol and Ports
@ Action ~ P
o Profie Rule that cortrols connections for a program.
@ MName © Portt
Rule that cortrols connections for a TCP or UDP port.
©) Predefined:
BranchCache - Content Retrieval (Uses HTTF)
Rule that controls connections for a Windows experience:
(©) Custom
Custom nile
Leam more about rule types
— — = d
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Specify port 1433 and Next

Protocol and Ports
Speciy the protocols and pors to which this i appiies
Steps:
o R Tpe Does this rule applyto TCP or UDP?
& Protocol and Ports
@ Action
@ Profle
@ MName Doesthis e apply to al lacal perts or speciic local ports?

© Alllocal ports

@ Specific local ports: 1433

Bxample: 80, 443, 5000-5010
LA more shol protacol and poris |
<Back | Net> |[ Cancel | ||

“Allow the connection” and Next

Action

‘Specifythe action to be taken when a connection matches the conditions speciied in the rule.

Steps:
@ Ruls Type ‘What action should be taken when a connection matches the specified conditions?

@ Protocol and Porls )
@ Allow the connection

O Git This includes cornections that ar= protected with [Psec a8 well 2s those are not
@ Profile .
N () Mllow the connection if it is secure
@ Name This includes only connactions that have been authenticated by using IPsac. Connections
will e secured using the settings in IPsec properties and nies in the Connection Secuy
Rule node.
(2 Block the connection

Leam more about actions

<aok [ Nea> |[ canea | |

Profile
Speciy the profiles for which this rule applies.
Steps:
@ Aule Type Wihen does this rule apply?
@ Protocol and Foris
@ Action Domain
» Profle Applies when a computer is connected to its corporats domain
@ Name Private

Applies when a computer is connected to a private network location

Public
Applies when a computer is connected to a public network location
Leam more about profiles
<Back [ MNed> |[ Cancel | ||

AutoDownload: SQL Server & Network Troubleshooting Information Sheet Version 4
AutoDownloadSQLServerAndNetworkingTroubleshootingv4.docx Page 16 of 17



SPORT4ident

Event Timing Solutions

Information Sheet

Au to download

Add a name e.g. “SQL Server” and Finish

i New Inbound Rule Wizard ==

Name

name and description of this rule.

Steps:

@ FRule Type
@ Protocol and Ports

@ Profie
@ Name

Name:
SQL Server

Description {optional):

<Back ][ Fnsh

][ Caneal |

3.6 AutoDownload Database Settings

When trying to connect to a database on a second computer you will need to create
additional database settings within AutoDownload to reference the database on the

“server”.

Event List >> Database Settings >> Add or Modify Database Settings >> Add Database
Settings.

The server should be the name (if you have Name Resolution working) or IP address of
the computer that has the database.

! Add Database Settings - AutoDownload from SPORTident

=ET=T)

Au tomwnload

© 8PORTident UK Ltd 2016

2534 1163 2353

T up
[T

Add Database Settings
Data Cliert

Server:

Port:

Database

Usemame

Fassword

E Help

Elsave % Delets B Ful

SQL Server

7

dell-11
1433

events

password

§ Add Database Settings - AutoDownload from SPORTident - SPORTident UK

A u t0downlaud

©8PORTident UK Ltd 2016
2534 1163 2353

SQL Server: dell-11
| Database: events

T up
®@ba

Add Database Scttings
Data Client

Server

Port

Database

Ussmame:

Password

B Help

fElzsve; ™ Delete Bl Ful

5QL Server

-

192.168.1 61
1433

events

password

But remember if using the IP address this is set by network connection type so will

probably be different if you are trying to connect over the Wi-Fi at home/in the office and
then via an Ethernet cable at the event!
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